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offline signature verification,
signature identification, shape context method

Marcin ADAMSKI® Khalid SAEED

OFFLINE SIGNATURE IDENTIFICATION AND VERIFICATION USING NONITERATIVE
SHAPE CONTEXT ALGORITHM

The paper presents experimental results on offligeature identification and verification. At thest stage of the presented
system, the binary image of the signature undergkeletonization process using KMM algorithm to énavthinned, one pixel-wide
line, to which a further reduction is applied. Each thinned signature image a fixed number oftpa@iomprising the skeleton line
are selected. The recognition process is basedwmparing the reference signatures with the questisamples using distance
measure computed by means of Shape Context algorthenexperiments were carried out using a datab@s@ining signatures of
20 individuals. For the verification process randfrgeries were used to asses the system error.nfdie advantage of the
presented approach lies in utilizing only one refiee signature for both identification and verifica tasks, whereas the achieved
results are comparable with respect to the systeatsise several training samples per subject.

1. INTRODUCTION

The problem of automatic identity verification isucial for security of data and restricting accéssprotected
resources. Traditional methods such as passwolNsnimbers and identification cards do not provid®% safety and are
cumbersome in everyday usage. In order to imprbeesecurity together with the comfort of their apgion the biometric
methods start to gain popularity and become tls¢ dinoice solutions in many environments, whereetieea need for personal
authentication. One of the most popular behaviohrainetrics that is used on everyday basis is al\étien signature.
Despite of its drawbacks such as relatively weaknaaence [5] and ease of producing a forgery, taWritten signature
received a lot of attention in both research andammercial institutions. The ongoing developmehhew algorithms for
feature extraction and signature recognition reslih systems with error rates comparable withréiseilts received for other
biometrics. This work presents an offline systemeeognition process is based on the analysis ¢t st@ynature images.
An example of other approaches, where dynamicgyafrey activity is being considered can be foun{Bi

The main aim of this work is an attempt to creatthnd for recognition of handwritten signaturesngsonly one
reference sample per individual. This may be aroit@mt asset in some practical applications whggeetis only one genuine
signature available for comparison. The experim#rgswere carried out showed that described sygiees good results that
are competitive with approaches using several eafsg samples for each subject.

2. THE OUTLINE OF THE SYSTEM

Most of the information in this section was pubdighin previous work [1] and given here for readenvenience.
In order to prepare data to the algorithm of redtimm the images of signatures are first store@atable Network Graphics
files. Images can be obtained by means of scarhévices from original documents. The segmentatiogsignatures from
acquired scans is not considered in this work,chatbe easily implemented by applying certain cairgs on the position of
the signature inside the analyzed document. Angifmslem is noise and defects caused by poor gualilocuments and the
scanning process. In our experiments we used tkshbld technique to eliminate minor distortionsl @aonvert images from
grayscale into black-and-white binary map. Theghotd value is selected experimentally and appbeall signature images.
If the value of a pixel in the original image exdséhe threshold it is then converted into a blgizkl, otherwise it is treated
as a part of the background (white).

To reduce the needed amount of information for @seing during the recognition task the skeletora @ignature
image is obtained. There are many algorithms desidar this purpose. In this work we use KMM algom [10] (named
after the first name initials of its authors-halid, Marek, M ariusz). The KMM algorithm preserves connectivipypduces
one-pixel width line and was proved to give verpdaesults for both handwritten script and pictuimages. Fig. 1 presents
examples of signature images and their skeletonieesions obtained by means of KMM algorithm. Talshows examples
of binary images of signatures and their thinnedioas
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Table 1. Examples of signatures given by two irdlials and their thinned versions

signatureimage signature skeleton

ey | T
/%@ %9

For further reduction of data we use a samplingin&pie. During the procedure of sampling, we lebvequally
spaced points from the thinned signature line, wiiNeis chosen arbitrarily. The sampling algorithm atérely deletes the
signature pixels until only the required numbempbdels (N) remains in the image. The signature pixels seteédr deletion
in each iteration have the smallest distance fioer heighbouring pixel.

The number of selected poiritswas constant across all the signatures in thebdata However, several experiments
were carried out for different values Nf ranging from 10 up to 150. To illustrate pointédested from the signature skeleton,
tab. 2 shows points obtained for different examplesignatures using various values\of

Table 2. Examples of the points selected form thihsignature lines for different valueshof
Signatures (a), (b) and (c) were given by one aythe signature (d) was produced by another author

the number of selected points N
150 70 . 50 30
a
b
c
d
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The Shape Context algorithm (SC) [2] allows for mwng shape similarity by solving the so caltedrespondence
problem between two objectdA( B) and finding an aligning transform. Each of thetabjects, whose shapes are compared,
is represented by a set of points (1).

A={a, a,...,a,},

_ D
B={b, b,....b}

For each point on the first objech)(a corresponding point on the second obj&)t ié found. In order to find
corresponding pairs every point is described biiagps context descriptor (2). This descriptor cargtanformation about the
configuration of the entire shape relative to tlenpbeing described. The shape context descriptéarmed by computing
a coarse histogram representing distribution offsocomprising the object relative to the referepoat. Bins used in the
histogram calculation are uniform in log-polar spathe number of binKj used during the experiments was 50 — this value
was selected in [2] by Belogie, Malik and Puzicha.

h(k) =#{aza:(a-a)Obin(k}
h(k) =# {b#b, : (b-b;) Obin(k)} =1.K o

The matching cost of two points is calculated, whampair of points — one point from objéctind the other frorB,
are taken. It is based on statistic pgStand given by (3):

o 1e[hK-h K]
G =C(a.b)) _EZ‘W

€)
The following step is to find pairs that minimizbet expression (4). The result is a permutatiorsuch that
the expression (4) is minimized and representsdesponding pairs of points.

H(P) =Zc(qvbp(i)) 4)

The cost of matching two objecésandB can be computed using equation (5). In this woik used as thdistance
measure for signature recognition.

cost(A B )=%z mirC @ b ﬁ—;z mic &b 5)
alA bOB

The initial estimate of correspondences may corgaime errors. In order to improve this estimattenaitive process is
applied where in each step a transformation functiat aligns entire images is constructed [2]evwery iteration, before
finding corresponding pairs, one of the objectsdasformed according to this function and seaoctpéirs is performed using
the transformed object’s coordinates. This tramefdion function is computed using the correspondgiags obtained in
previous iteration step by means of regularized-ghate splines.

3. RESULTS

In order to assess the effectiveness of the mefivedented in this work, several experiments wengiech out.
The database of signatures that was used was @rbst@0 different people, with each signature régbahree times.
The experiments were divided into to main partates to signature identification and verificati@sks. In the identification
task, the system was evaluated by computationeopércentage of properly identified signatureshinverification theFAR
andFRR curves were determined for selected system condfiiuns. Based on these results, BiR was computed and used
for comparisons with other approaches.

3.1. SIGNATURE IDENTIFICATION

The identification task was conducted using théofaing scheme: during the experiments each instafitke genuine
signature was used as a reference pattern to figdehé remaining two. The experiments were repediteele times, taking
consecutive instances of genuine signatures asergfe patterns. According to this scheme every destprised of 2400
comparisons (20 users x 40 test signatures x 3itieps). The main purpose of the identificatiompess was to recognize the
owner of the questioned signature without considgits authenticity. The applications of this pregecan be found in
Document Retrieval Systems. Based on an exampke ledindwritten word or, as in this case, a signatardatabase of
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documents is searched for pages that contain gragdinents most similar to the given example. Suskstem, specifically
designed to use signatures (called Signature Basedment Retrieval), can be found in [12].

Tab. 3 presents the achieved results in a formecdgntages of properly identified signature ownEexh row groups
the results obtained in one series of the expetisnemising a particular value Nfgiven by in the first column. The columns:
ri, ry, s, contain the percentages of properly identifigghatures using different genuine samples of eagistezed user taken
as his reference signature. The last column shbe/siterage values computed for the columpgy, rs. As can be seen the
results depend on the number of points and thetselaeference pattern. The worst average resdii% was obtained for
N=10 and this clearly shows that this number of {ois insufficient. The best average value of 99df%roperly identified
subjects was achieved by using 70 points per sigealn other words, it means that the system naagemistake during 120

identification attempts.

Table 3. Percent of properly identified signatures

percent of properly identified signatures

N r ry rs average
10 40.0% 47.5% 32.5% 40.0%
20 77.5% 77.5% 82.5% 79.2%
30 92.5% 92.5% 92.5% 92.5%
40 97.5% 97.5% 95.0% 96.7%
50 95.0% 100.0% 92.5% 95.8%
60 97.5% 97.5% 97.5% 97.5%
65 100.0% 97.5% 97.5% 98.3%
70 100.0% 100.0% 97.5% 99.2%
75 97.5% 100.0% 97.5% 98.3%
80 100.0% 97.5% 97.5% 98.3%
90 100.0% 97.5% 97.5% 98.3%
100 100.0% 97.5% 95.0% 97.5%
110 97.5% 97.5% 92.5% 95.8%
120 100.0% 97.5% 97.5% 98.3%
130 100.0% 97.5% 97.5% 98.3%
140 100.0% 100.0% 97.5% 99.2%
150 100.0% 100.0% 97.5% 99.2%

Further analysis of Tab. 3 shows, that for soméhefreference samples all of the remaining sigeatwere properly
recognized. It is also interesting that the setectdf the reference sample that is not most reptaSee version
of the authentic signature doesn't lead to sigmifiancensement of the system error. For exampilesidering the series for
N=70, the worst result was obtained 8y but still, the value of 97.5% properly identifisdjnatures is quite good.

To achieve the above results the non-iterativeioersf the SC algorithm was used. The experimeateshown that,
using the described method of selection of charatie points, the iterations of the original SC thwd increased
identification error. Tab. 4 illustrates averageceat of properly identified signatures using SGosithm with 3 iterations,
presented in paper [1]. These were obtained osdhee database and by means of identical proceduchdosing reference
samples and averaging the final results. As cassdsm the correctness of the system has decreaBedotfier drawback
of the iterative version was its increased timeahputation.

Table 4. Percent of properly identified signatuitesative version of SC method)

N 30 50 100

average percent of properly identified signatures 7%8 92% 95%

3.2. SIGNATURE VERIFICATION

The second part of the experiments was relatebegsignature verification. For the verificationkdke database that
was used was the same as in previously descrileatifidation procedure. The main difference wasoidtiction the threshold
value T. If the distance between the reference and tesigmmhture was below selected threshold, the testagsire was
identified as authentic example of the referengeature, otherwise it was rejected. The set ofsp@eference sample, tested
sample) where the reference signature was compartbé tested example could be divided into twosstdb (6 and 7).

G ={D(Cy().Co(i)):i = )}, (6)
H ={D(C, ().Co(i):i % j} (7)
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where:
C,, (i) — representation of the reference signature oi-theperson,

Co(j) —representation of the questioned signatureegfth person,
D(C, (i),Cy(j)) —the comparison o€, (i) i C,(j) using SC-based distance measure.

The subseG represents these comparisons where the authdgtiatsre of a particular user is tested against his
reference sample. In this kind of comparisons théues of distance measuf@ should be below selected threshold.
The comparisons given by the subbetepresent so called random forgeries. In thesesgabhe original signature of one
person was verified against reference example ofhan. In this case, the question signature shbeldejected as not
belonging to the subject who produced referencepkam

N=7C N=15(

100% ; 100% —

90% ; 90% )

80% \ 80% \

70% 1 70%

60% | 60% -

50% ]l 50% |

40% ‘I 40% |

30% 11 30% |

20% ; 20% 5

10% 10%

0% - 7 0% >
O N —Hd A «—H A A A A A O AN =™ = = o =" = =" o
8688885883885 8858885885838 3%
I I A R i e
S ARIDITGH 3G STIRKAIAB I B I3

T T

Fig. 2.FAR (thick line)andFRR (thin line) as functions of the thresholdfor N=70 andN=150

The verification experiment was carried out for tvadues ofN: 70 and 150. The achiev&iER was 6.67% in the first,
and 5% in latter case. Fig. 2 show the valueBRR andFAR as functions off parameter. The characteristics were obtained
for about 6000 different values of

3.3. COMPARISON TO OTHER WORKS

Tab. 5 compares the results of the system deschibtds paper with other approaches in the taskleftification of
offline signature. As can be seen the results anilas to those approaches that used greater numbkrarning samples.
However, it should be mentioned that directed carmapa of the results is difficult due to differedditabases that were used
for the assessment of showed systems.

Table 5. Comparison to other works in the identtfaratask

authors approach subjects reference correctness
samples
Adamski M.,Saeed K. SC 20 1 99.2%
Szedel J. [13] Hidden Markov Models (HMM) 26 7 7
Pavlidis I. et al. [7] Defermable Models 40 1 7083
Riba J. and et al. [9] Neural Networks 6 50 99.89%
Han K., Sethi I.[4] Structural Approach 120 1 97.5%

Tab. 6 compares the results of the system descitbéiils paper in signature verification task fandom forgeries.
The proposed method, in this case, also gave sesalhparable to other systems that used seveetkersfe samples per
individual.
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Table 6. Comparison to other works in the verifizatiask (all the results were obtained using ranfiogeries)

authors approach subjects reference error
samples
Adamski M., Saeed K. SC 20 1 EER=5.0%
Szedel J. [13] HMM 12 7 FAR=4.45%,FRR=4.17%
Murshed N. et al. [6] ARTMAP 5 3 FAR=6.25%,FRR=17.27%
Santos C. et al. [11] Neural Networks 40 5 FAR=10.33%,FRR=4.41%
Ramachandra A. et al. [8] Graph Matching 5 3 EER=7.92%

4. CONCLUSIONS

In this paper a signature identification and vesfion system was presented. The aim of the syidm recognize

offline handwritten signatures using only one refre sample per person. The achieved results anpetitive with other
approaches that use larger training sets. Thisuzages for further work.
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