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OFFLINE SIGNATURE VERIFICATION BASED ON
SHAPE CONTEXTS USING SHARED AND
USER-SPECIFIC THRESHOLDS
In this paper we present a system for offline signature verification based on Shape Context Descriptors. The
system input are binarized images of handwritten signatures from GPDS database available for non-commercial
research. During preprocessing each signature image is thinned using KMM algorithm in order to obtain 1pixel wide skeleton. The feature vector is built from Shape Context Descriptors computed for selected points on
skeletonized signature line. The verification process is based on the distance measure that uses Shape Context
Descriptors. The presented system is evaluated using random and skilled forgeries with shared and user-specific
thresholds.

1. INTRODUCTION
Handwritten signature is behavioral biometric that is used on everyday basis for authorization of
formal documents and financial operations. As a biometric trait its also an active subject of research
since many years. There are many methods and commercial systems that are focused on automatic
verification of handwritten signatures, however, there are still no perfect solutions and one can find many
fields for improvements [5]. Usefulness of a signature as a biometric trait can be assessed based on the
characteristics proposed in [6]. Its advantages are high acceptability of usage and simple registration
(high collectivity). The main drawbacks are the ease of creating a forgery that can fool the system
(high circumvention), low distinctiveness. In a larger database different persons may have very similar
signatures and low permanence. The signature shape changes over time. Some of those problems can
be reduced by using information about dynamics of the signing process when such data is available [4],
[5].
2. BIOMETRIC SIGNATURE SYSTEM
Biometric systems designed for handwritten signatures typically follow an architecture given in Fig.
1. During the first stage the signatures are registered and stored in digital form. After the acquisition,
signature data is usually (but not always) preprocessed in order to extract signature line from the
image or resample and filter dynamic data. During feature extraction a feature vector is constructed a mathematical representation of the signature instance that contains significant information required
for proper classification. The classification process is used for one of the two tasks: identification and
verification. The aim of verification is to decide whether the given biometric sample is genuine or
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forged. During the identification the system finds the individual whose signature best matches the given
sample.
Data acquisition
and preprocessing

Feature extraction

Classification
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Database

Fig. 1.

Biometric signature system architecture.

Biometric signature systems are usually divided into two distinct categories based on how the acquisition process is conducted. When a signature is given on a piece of paper, a scanner or a camera device
can be used to get its digital image. This kind of acquisition gives only static information about the
signature shape. The samples obtained in this manner are called offline signatures. The main drawback
of using offline data is that it is very difficult or sometimes impossible to detect forgeries. Signature
shape can be easily imitated when a forger has the access to examples of authentic signatures and when
comparing only the shapes of original and forged samples, it may be very difficult to distinguish them.
Handwritten signatures can be also registered using devices that capture the dynamics of the signing
process (e.g., tablets and smartphones). In this case the registration includes not only the shape of the
signature but also the dynamic data that describes the way the signature was written. It allows for better
forgery detection due to the fact that dynamic features are much harder to imitate [4], [5]. Signatures
acquired in this way are called online. However, in many applications where handwritten signatures are
given on an piece of paper, only static information is available and such scenario is investigated in this
work.
3. PROPOSED SYSTEM
The first stage in every biometric system is the acquisition of the input data measuring the biometric
trait. In the case of offline signatures, the input data is usually obtained by scanning paper documents
that contain the analyzed signatures. In our work we used signature images from GPDS database [9]
which were initially extracted from signature forms and segmented by applying fixed threshold. During
the preprocessing stage the thinning procedure was applied to reduce the amount of data to be processed
in the later stages of the system. For this task we used KMM algorithm presented in work [8]. Examples
of original and thinned images of signatures obtained by this method can be seen in Fig. 2.
signature image

Fig. 2.

signature skeleton

An example of a signature and its thinned version.

For further reduction of data we used the sampling technique. During the procedure of sampling,
we leave N equally spaced points from the thinned signature line, where N is chosen arbitrarily. The
sampling algorithm iteratively deletes the signature pixels until only the required number of N pixels
remains in the image. The signature pixels selected for deletion in each iteration have the smallest
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distance from their neighboring pixel. Examples of sampled versions of two thinned signatures can be
seen in Fig. 3.
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Fig. 3.

Examples of the points selected form thinned signature lines for different values of N.

The number of the selected points N=150 was constant across all the signatures in the database and
was based on the results of experiments conducted in authors’ previous study [1]. The signature features
description and the distance measure used for comparison of signatures was based on Shape Context
method [3]. The Shape Context approach allows for measuring shape similarity between two graphical
objects. Each of the two objects, whose shapes are compared, is represented by a set of points (1).
A = {a1 , a2 , · · · , ai , · · · , aN }
B = {b1 , b2 , · · · , bi , · · · , bN }

(1)

For each point on the first object image (A) a corresponding point on the second object image (B) is
found. In order to find the corresponding pairs each point is described by a Shape Context Descriptor.
This descriptor contains information about the configuration of the entire shape relative to the point
being described (Fig. 4). It is computed as a coarse histogram representing the distribution of points
comprising the object relative to the reference point.
The histograms can be calculated by counting the number of points in each bin (2).
hk (ai ) = #{aj : aj ∈ bin(k), j = 1...N ∧ i 6= j}

(2)

where bin(k) is the k-th bin of histogram describing the distribution of points in A relative to point
ai , K is the number of bins in the histogram (in our experiments we used K=60).
The cost of matching two histograms forming a pair - one describing a point from object A and the
other from B, can be based on χ2 test statistics and is given by (3).
K

1 X [hk (ai ) − hk (bj )]2
dh (ai , bj ) =
2 k=1 hk (ai ) − hk (bj )

(3)

The total cost of matching two objects A and B that is used in this work is the sum of minimal
distances between the points ai and bj given in (4).
Dh (Ah , Bh ) =

1 X
min dh (ai , bj )
N a ∈A bj ∈B

(4)

i

In work [2] authors introduced extended shape context descriptors that incorporate more information
on original shape of an object image. In this method, during the computation of the histogram that
describes the distribution of points relative to a particular point on a signature line, a complete skeletonized image is used (Fig. 5). Hence, each histogram contains more precise information than its basic
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Fig. 4.

Description of signature point using histogram based on a sampled signature skeleton [2].

version. The number (N) and position of reference points stays the same as in the original algorithm
and therefore the cost of comparing two signatures on the basis of Shape Context measure is the same.
Due to the fact that the shape contexts of each signature is calculated only once and can be stored as
a reference for future comparisons, extended context descriptors allow for improvement of a signature
image without a penalty in the system responsiveness.

Fig. 5.

Description of signature point using histogram based on complete signature skeleton without sampling [2].

4. EXPERIMENTS
In this section we present several experiments on handwritten signature verification carried out in
order to assess the effectiveness of the proposed system. For the experiments 8 genuine signatures and
8 skilled forgeries of 40 individuals were selected at random from the GPDS database giving a total
number of 640 signatures. Half of the genuine signature set for every individual was used as a reference
set whilst the rest of the signatures were left for testing.
In the verification task the questioned signature is compared with the references of a particular
person to assess its authenticity. The decision of the system is based on the threshold value T. When
the minimum distance between the questioned signature and reference samples of a particular person
exceeds the threshold value, the signature is rejected, otherwise it is accepted as a genuine example.
During the verification task the system is assessed using genuine and forged samples. In this work
we used two types of forgeries:
•

•

random forgeries – genuine signatures of one person are presented as imitations of signatures of
another person,
skilled forgeries – imitations created by forgers who have access to genuine examples and can
spend as much time as required to train how to imitate original signature shape.
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4.1. VERIFICATION USING SHARED THRESHOLD
Experiments presented in this section were carried out using a single value of threshold for all
signers. This constraint does not allow to adjust for differences in variability of the signatures given
by particular individuals. However, this approach can find its applications, when variability cannot be
reliably assessed due to small number of reference samples. The results obtained for shared threshold
value were presented in authors’ previous work [2] and are given here for comparison with new research
where user-specific threshold is applied. Table 2 shows the average EER obtained using random forgeries
and different selections of reference and test signatures. Experiments were carried out with both basic
and extend contexts.
Table 1. Results of signature verification using random forgeries [2].
Equal Error Rate
basic SC % extended SC %
4.9
4.4

FAR and FRR curves computed for extended Shape Context in this experiment are shown in Fig. 6.
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Example of FAR and FRR curves obtained with extended SC for random forgeries [2].

The shared threshold approach was also investigated for skilled forgeries that are much harder to
differentiate from genuine samples than random imitations. In some cases it may be almost impossible
to detect such forgeries using only static information that is available in offline systems. The results for
skilled forgeries are shown in Table 2.
Table 2. Results of signature verification using skilled forgeries [2].
Equal Error Rate
basic SC % extended SC %
22.4
20.6

The results in Table 2 are much worse than the case of random forgeries, however, similar errors
are obtained by other offline systems (FRR=25%, FAR=26% in [7], EER= 19.51% in [9]) using GPDS
database. Fig. 7 shows FAR and FFR curves computed to the extended Shape Context for skilled
forgeries.
4.2. VERIFICATION USING USER-SPECIFIC THRESHOLD
In the experiments presented so far the threshold value used for making decision whether to accept
or reject the given signature was the same for all subjects. Due to the fact that signatures of different
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Example of FAR and FRR curves obtained with extended SC for skilled forgeries [2].

people vary in complexity and stability, using a single threshold value is not optimal and may lead
to an increase in the system error. In order to adjust for variability of signatures given by particular
individuals we carried out additional experiments where the threshold value was computed separately for
each signer. Table 3 presents the average EER for random forgeries obtained when user-specific threshold
was applied. As can be seen from Table 3, threshold specific for each user allows to distinguish random
forgery from genuine samples with much lower error than a single threshold value (Table 1).
Table 3. Results of signature verification using random forgeries with user-specific threshold.
Equal Error Rate
basic SC % extended SC %
0.6
0.5

Table 4 presents the average EER for skilled forgeries obtained when a user-specific threshold was
applied. As can be seen from Table 4 the errors are much lower compared to the results achieved when
single threshold value was utilized (Table 2). In this case, extended SC also gave better results than its
basic version.
Table 4. Results of signature verification using skilled forgeries with user-specific threshold.
Equal Error Rate
basic SC % extended SC %
9.3
8.4

5. CONCLUSIONS
In this paper we presented the Shape Context Descriptor and its extended version applied to signature
verification using shared and user-specific models. The main contribution of this work is investigation of
Shape Context Descriptors for building user-specific models and comparison to shared model evaluated
under the same experimental conditions. The results obtained from this investigation encourage to further
work on user-specific models and Shape Context Descriptor. Other improvements may be related to
performance of signature matching - a simple pruning based on global features might eliminate the
need of computing complete descriptors in cases where signature shapes are significantly different.
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